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GENERAL INSTRUCTIONS TO CANDIDATES

The question paper comprises two parts, Part I and Part II.
Part I comprises Multiple Choice Questions (MCQs).
Part II comprises questions which require descriptive type answers.

Ensure that you receive the question paper relating to both the parts. If you have not
received both, bring it to the notice of the invigilator. "

Answers to Questions in Part I are to be marked on the OMR answer sheet only.
Answers to questions in Part II are to be written on the descriptive type answer book.
Answers to MCQs, if written in the descriptive type answer book, will not be
evaluated.

OMR answer sheet will be in English only for all candidates, including for Hindi
medium candidates.

The barcoded sticker provided in the attendance register, is to be affixed only on the
descriptive type answer book. No barcode sticker is to be affixed on the OMR answer
sheet.

You will be allowed to leave the examination hall only after the conclusion of the
exam. If you have completed the paper before time, remain in your seat till the
conclusion of the exam.

Duration of the examination is 3 hours. You will be required to submit (a) Part I of
the question paper containing MCQs, (b) OMR answer sheet thereon and (c) the
answer book in respect of descriptive type answer book to the invigilator before
leaving the exam hall, after the conclusion of the exam.

The invigilator will give you acknowledgement on Page 2 of the admit card, upon
receipt of the above-mentioned items.

. Candidate found copying or receiving or giving‘ any help or defying instructions of

the invigilators will be expelled from the examination and will also be liable for
further punitive action.

PART - 1I 70 marks
Question paper Part-Il comprises 6 questions. Answer Question No. 1 which is
compulsory and any 4 out of the remaining 5 question.

Answers to the questions are to be given only in English except in the case of
candidates who have opted for Hindi Medium. If a candidate has not opted for Hindi
Medium, his/her answers in Hindi will not be evaluated.
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PART - II Descriptive

NXN Inc. is an insurance company having its head office in Texas US, and
operations in other countries across the world. With the aim to expand their
business they started a. subsidiary in India and obtained the licence from
IRDA. Now they want to open their branches across India and also to
appoint agents to sell their different insurance products. The company also
wants to sell their products online. For this they wish to develop a website
and a mobile application to market their products and enable their customers
to pay the premium online. The company wants to use latest technologies
and to establish an IT department with full IS security. The management of’
the company wants to follow the best practices in the area of governance.
To fulfil their IT governance responsibilities the management wants to

implement COBIT 5 framework in the organization.

You have been appointed as a consultant by the management of the
company to assist them in this entire process. Kindly address the following

queries raised by the management in this regard.

(a) Management wants to know as to what are the benefits the company

would derive by implementing COBIT 5 framework ?

(b) What is the information that an IS auditor is expected to obtain at the
audit location before proceeding with the IS audit as per the provisions

of IRDA ?

(c) What is the set of skills that is generally expec_:ted to be with an IS

auditor ?
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(a) A Pharma company has chain of distributors and stockist at various 6
cities of India. The company is having “Distributed data processing
facilities” so that distributors, stockist, and members of sales team can
access the application remotely. Being an IS auditor, suggest various
ways for controlling remote and' distributed - data processing
application. )

(b) During COVID’19, the management of a hospital wish to get 5
developed an application software for online consultations. The
proposed software can be used by public for general medical
emergency including expected COVID situations. Suggest, what

properties this potential application should possess to qualify for

Expert System ?

(c) What are the provisions related to penalty for publishing Electronic 3
Signature Certificate false in certain partigulars as under section 73 of
IT Act 2000 ?

(a) As a BCP auditor, while reviewing the disaster recovery/business 6

resumption plan that exist in the organization was developed using
sound methodology. Which aspects should be reviewed by you as an
auditor ?

(b) “The management of Risk is now being understood as an effective part 5
of IT governance”. In the light of above statement, describe the various
Risk Management Strategies.

(c) What are the characteristics of private cloud ? 3

(a) “When properly implemented, audit trails provide an important | 6
detective control to help accomplish security policy objectives.” In
light of the above statement, list out the ways in which audit trails can

be used to support security objectives ?
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Briefly describe the various ways to implement application and
monitoring system access control pertaining to logical access control.

Define the following terms as provided in the Information Technology
Act:

(i) Access

(i) Intermediary

(iii) Asymmetric Crypto System

The characterizing features of Waterfall Model have influenced the
software development community in big way. As a system developer,
state three key characteristics and three strengths of Waterfall Model.

What are the important implications of information system in a
business ? Explain.

Briefly explain any thréé/applications fields of Web 2.0.

There are many aspects to the application controls that are reviewed as
a part of any application audit but out of these, application security is
one of the most important controls. Describe the audit issues relating
to operational layer with respect to the audit of application security
control.

Describe the various )g!gtegories of tests that a programmer typically
performs on a program unit.

Briefly describe the control procedures over source documents which
an organization must implement to account for each document to
control the frauds.

OR

Explain, how a physical component ‘Modem’ in a network
communication can affect the reliability of communication system.
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