Appointment of Chief Information Security
Officer (CISO) in ECGC

ECGC Limited, a premium export credit insurance company of the Govt. of India,
invites applications from Indian citizens for the posts of Chief Information Security
Officer (CISO) on contract basis. ECGC reserves the right to fill up the post or

not to fill up the post at all

1) No. of posts; 01 (One)

2) Job Requirement:

i. Strengthening ECGC’s regulatory policy framework in the area of cyber
security;

i. Ability to assess, develop and implement information security programs,
regulatory  policies including organizational design and key
process/procedures. Development and implementation of security policies,
standards and guidelines (IT governance frame work) and security
information system areas of the Company;

ii.  Enhancing capacity building at ECGC/clientele with respect to cyber security.

iv.  To develop stress testing mechanism to mitigate risk arising out of cyber
attacks

v.  Understanding of IT specific security requirements of BFSI sector.
vi. To be responsible for taking corrective measures/prudent response in case
of cyber-attacks at ECGC/Clientele.
vii.  To observe developments in cyber technology/security and prepare inputs
for regulatory policydevelopment.
vii. To appraise the management about global developments and necessary
action points in thearea of cyber security.
ix.  To support operational departments to co-ordinate with other authorities
and its clientele withother authorities on issues related to cyber security.

3) Educational Qualification and Experience (as on 30.09.2022)
i. The candidate should have Bachelor's degree in

Engineering (Electrical/Electronics/Computer Eng./Computer



Science/Information Technology) with 5 years of experience OR a Master's
degree in Computers Science/Computer Eng./Information Technology/Information
Security with 3 Years of Experience OR Master’s degree in Computers Applications
with 4 Years of experience from a recognized University with specialization in
Information Security/IT Risk Management/Information Assurance/Cyber Security &
Digital Threat Management.

ii.  The Candidate should also have any one of the following certifications:
(a) Certified Information System Security Professional (CISSP)
(b) Certified Ethical Hacker (CEH)
(c) Certified Information System Auditor (CISA)
(d) Certified Information Security Manager (CISM)
(e) Certified Chief Information Security Officer (CCISO)

iii.  The candidate should have good knowledge of Network Security, Operating
System Security (Microsoft Windows & Linux), Application security (Web,
Mail, DNS and web- based applications) and ISO 27001 Information Security
Standards.

4) Experience: Full Time & Skills required (Excluding Training & Teaching
Experience):

Minimum of 5 years for B.Tech/3 years for M.Tech /4 Years for MCA in
Information Security of which minimum 2 years’ experience should be in

managing Cyber Security in Managerial Capacity in BFSI Sector;
5) Age Limit:
Minimum Age: 28 years, Maximum Age: 50 years; (As on 30.09.2022):

6) Tenure of CISO on contract basis

Tenure of contract 3 years. The said contract may be terminated with 3 months’
notice fromeither side.

7) Compensation:

The candidate will be paid an annual compensation of Rs. 48 Lacs to Rs. 72 Lacs,

with a provision of annual review in compensation. Salary shall not be constraint for



Vi.
Vil.

viii.

right candidate and a higher compensation may be offered based on qualification

and experience.

8) Posting:

The candidate would be posted at the Head Office, Mumbai of the Company.

9) Mode of Selection:

Mode of selection will be interview, ECGC reserves the right to raise the minimum
experience inorder to limit the candidates called for interview. ECGC reserves the
right to modify the selection procedure, if deemed. Appointment of selected
candidate(s) is subject to his/her being declared medically fit by the Medical Officer
Appointed/Approved by ECGC.

10) General Instructions:

Applications which are incomplete, or received after the prescribed date will not
be considered.

Outstation candidates called for interview for the post of Chief Information
Security Officer will be reimbursement Economy Class Air fare for the to and fro
journey by shortest route from the place of their residence to the place of
interview, subject to submission of necessary documentary evidence.

ECGC reserves the right to relax any of the requirements for the candidate in
deserving cases.

The candidates appointed on contract basis will not be entitled for permanent
employment with ECGC.

Candidates applying for the post of Chief Information Security Officer (CISO) on
contract basis who are already in service of Govt./Quasi-Gov., Organisations and
Public Sector Banks/Undertakings will have to produce a ‘No Objection
Certificate’ from their employer atthe time of interview.

ECGC reserves the right to cancel the advertisement fully or partly on any grounds
Canvassing in any form will disqualify the candidate

If the candidates are not eligible or have knowingly or wilfully furnished incorrect



or false particulars or suppressed material information, their candidature will be
liable to be cancelled at any stage of the selection, if the candidate qualifies in
the selection process andsubsequently it is found that he/she does not fulfil the
eligibility criteria, his/her candidature will be cancelled and if appointed, the
contract would be terminated without any notice or compensation.

ix.  Applications received after due date will not be entertained. ECGC takes no
responsibility for any delay in receipt of application or loss thereof in postal

transit.

11) How to apply:

Candidates who satisfy the eligibility norms may apply giving their bio-data strictly

in theprescribed format at Annexure I.

Applications should be sent by Regd. Post/Speed Post/ordinary post to a cover
superscribing the post applied for ‘ECGC — Application for the post of Chief

Information Security Officer to thefollowing address:
General Manager (HRD)

ECGC Limited

Dalamal House, Ground floor,

J. Bajaj Marg,

Nariman Point, Mumbai — 400021

So as to reach us latest by 31/10/2022
Applications received after the date are liable to be rejected.

Mumbai General Manager (HRD)
Date : 05/10/2022 ECGC Ltd



Annexure |

S f@fARE /ECGC LTD
AT G WA FLam #@Fly & ug F v 3mdee /Application for the post of Chief Information technology Security Officer

Feaer/Annexure |

1. qU AR,
(@3 eI
)/Name in full:
(all Capital)

99H /FIRST

#AY /MIDDLE

39ATH /SURNAME

2. Rar FramT/
Father's Name

3. Teldlisex: (V)

"3

4 5+H dR@ /
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ar/D dr/D

T /M HI/M

ary

qlY qlY
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)/Total Experience (in
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31T & /In figure

9rseY #/In words

Size photograph in the box and sign
across it

6. 31§8=|'q'3? fdaXuT/Details of Experience (Please refer Paragraph 4 for experience)

frerar Fr AR

/[Employer Name &

Address

9T /Designation

& AIerge /Job Profile

37afer /Period

a¥

/Duration

F/From | dH/To

ay/ Years #ATE/Months

7. & 30.09.2022 d& F&1f®as Feadr / Academic Qualifications as on 30/09/2022:

gqegar

/Qualification

9T /Examination

AT YT /Main
Subjects

ot @@
a¥ /Years of
passing

fareafagarer / Teer

/University/Institute

THY (%) 3R
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ofy / f3dsie /Class/
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TeATcch
/Graduation

TR /Post

Graduation

HS 3T /Any
Other

83 Idr/
Postal Address
(English-in
Captal letters
only)

fSen/Dist:

=Y /State:

ﬁﬂaﬁ%’/Pincode:| | | | | |

A /[Email:

HiaTger /Mobile:

o & 3t s Higd ¢ellwld H /Telephone with STD code:




# e e/ o & i 39 sfeeaa st A% S ve farara 7w R, 79t A & o Rl o sraeen # afe sw amdeet F & ol Sy
ATeTeT / 3T 3T SIS @1 AR IcT Alefes & fefshel =Ter Iy R0 o A8 Srlieary / A a1 fated / qared o fer Sirwam. Aa fazmd=r
o1 freiRa et ua erat @ 9 v SHST ORI § U7 TAGe@RT 376 UTelel &t T adel &aT /T g

| declare that the information furnished above is true and correct to the best of my knowledge & belief. | understand that if at any stage, if found

that any information given in this application is false/incorrect or that | do not satisfy the eligibility criteria according to the Board, my

candidature/appointment is liable to be cancelled/terminated. | have read and understood the stipulations given in the advertisement and hereby
undertake to abide by them.

3MAEF & FEAER /Signature of the Applicant
YT /Place:

el /Date:




